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Online Safety
Presentation
for Parents

Keeping young people
safe on the Internet



The Internet is great!

The Internet is an amazing place, full of information and tools

« Information for homework and research

+ E-mail et

*  Photos and images g

«  Shared videos and music

«  Ways of communicating with friends and WD < e
family - video calling Pl Bl onteg o

- Games and puzzles and entertainment
*  Online shopping, travel booking and
«  Up to date news and opinion

amazoncouk

- WIKIPEDIA
 — The Free Encyclopedia



Logo Quiz

10 0 v o

Facebook Messenger WhatsApp Twitter Instagram You Tube
ok @ (] L &
Omegle Snapchat Twitch Tik Tok Facecast

COMBE D

Steam Roblox Miniclip Fortnite Minecraft Popjam




What do young people do online?

Children enjoy many different activities online...

- Watching x M@
 Talking

* Playing
« Reading
* Creating
« Sharing




Where do young people go online?

Children have access to the Internet in many places, often with no adults
present...

Free
« Computers and laptops in their bedroom Wslpo@
« At their friends houses

« At school during lessons

« At an after-school club

« At the library or IDEAS Store

« At the shopping centre

« At ayouth centre or sports centre

« At acyber-cafe




How do young people go online?

Young people have access to the Internet on many different devices and
technology

Computers and laptops

Mobile phones and smart phones I

iPads and tablets =
Some TVs and DVD players s

Game Consoles - Wii, PlayStation,
Hand-Held game devices - Nintendo




What are the dangers?

There are some dangers when using the
Internet...

Strangers getting access to your personal information
Finding false, biased or inaccurate information
Downloading a computer virus

Sighing up to expensive contracts or scams

Seeing unsuitable material and images

Talking to strangers

Arranging to meet people you don't know

Being bullied online - cyber-bullying

Strangers finding your location

VA




Smart Mobile Phones

Many young people have smart phones that can connect to the Internet

« Smart phones have built-in cameras

 This allows young people to take a photograph or video clip anywhere and
upload it instantly to the Internet

*  Most phone contracts now have huge or unlimited text allowances
«  Texting can sometimes lead to cyber-bullying which should be reported




Messaging and Social Networking

Most messaging apps now have built in social networking tools.
Some of the potential dangers for young people include:

* You can sometimes share your location, and see people nearby - this
might allow strangers to know exactly where you are

«  Apps that combine imaging and social networking (eg Instagram)
encourage you to post images from your home, school and other places
that should remain private

*  Most social networking apps have age restrictions, but don’t check -
young people can be meeting others of any age
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How to Share Most social networking sites have privacy controls to \

allow you to control who can see what you post and
Your Locatio

share

with Friends These privacy controls are often complicated and
, need to be gone through carefully, step by step with

your children




Location

How to Share
Your Locationfd

Find My Friends & Buddies

Meet your Let friends follow your
friends easily location on the map

Share free messages
with your friends

Locate your friends
in real time
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Digital
Footprint

Profile

Only use your first name.
Do not give out any
personal information

%.

‘ 5 P’s for a positive

.'.‘00
$hvacy

Keep your

passwords and ‘
personal details
private. .
W 3
‘." ‘.'o,
tect
¥ @ Keep evidence and don't

bully back. tell an adult.

adapted from the Queensland Government t

Digital Footprint

ission

Make sure you have
permission to view and
share information online.

Make sure the

information you share

is positive.

@misskyritsis

Gloe

Follow the Digital Trail
Educator Video

THINGS TO KNOW ABOUT

DIGITAL FOOTPRINTS

When you search and Elements of your digital

1

interact online, a trail
of info is left behind.

footprints can be
searched or shared.

Digital footprints can be T .
helpful or harmful to

4

can exist forever

tati th
your reputation bo (even if deleted).

now and in the future.

Personal information or
Always think before

6

opinions sent to one

you post online. person can be shared

with a larger audience.

Googling yourself Old or inactive

8

accounts should be

disabled or deleted.

can be a worthwhile

exercise.

Keep personal details

I Be mindful of the
digital footprints of

9

private and control the
privacy settings on others (e.g. Ask before

your accounts. tagging photos).



Online Games

Many game consoles and hand held devices can connect to the
Internet

 Players can play together and compete online
«  Players are often playing with complete strangers in different countries

so need to be careful about sharing personal information
« Consider using speakers rather than headphones for your child so you
can hear the conversations they are having with other game players

*  Young people can spend a lot of time playing computer games — time needs to
be organised and managed — you can say NO!




Getting Help with Online Games

Resources Shop Blog Contactus My Account
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What do | need to know?

Online gaming is hugely popular with children and young people. Need help?

From sport related games, to mission based games and quests inspiring users to complete challenges, online
games cater for a wide range of interests, and can enable users to link up and play together. Online games and
apps can provide a fun and social form of entertainment, often encouraging teamwork and cooperation when
played with others. There are many ways for users to play games online. This includes free games found on the Things to do
internet, games or apps on mobile phones and handheld consoles, as well as downloadable and boxed games on
PCs and consoles such as the PlayStation, Nintendo Switch or Xbox.

Hot topics

Have a conversation

ﬁi’l"'ﬂ: Lﬁ\-‘\' .




Age Limits and Parental Control

(

You can set age limits for )

downloaded apps and media, or
restrict access to downloads

completely

Entertainment

BB Movies
|H Books
&8 Newsstand

B My account
My wishlist

=

o
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Help & Feedback

Redeem

People

Parent guide

About Google

< Settings
GENERAL

Auto-update apps

Do not auto-update apps

Add icon to Home screen

For new apps

Clear local search history
Remove searches that you have performed from
this device

NOTIFICATIONS

App updates available

Notify when app updates are available
Apps were auto-updated
Notify when apps are automatically

updated

USER CONTROLS

Parental controls

For apps and content in Google Play

Require authentication for purchases
For all purchases through Google Play on this

Gangstar Vegas [(17+
Shoot, fight & race mafia game
Gameloft

#39 in Adventure
4.6, 6K Ratings

Free - Offers In-App Purchases

iMore =

MASTERING PARENTAL CONTROLS

How to restrict iTunes, iBooks,
and more with parental

controls for iPhone and iPad
Keep your kids out.

UKE FILIPOWICZ and KATHY MCGRAW 30 Jul 2018

P arental Controls, also known as
Restrictions, let you manage which

features, apps, and content your kids can and
can't access on the iPhone or iPad. That
includes the iTunes Store, which sells music,
movies, and TV shows, the iBooks Store, which
sells ebooks, and the App Store, which sells
apps and games.
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Cyber-Bullying

“Cyber bullying (also called 'online bullying') is when a
person or a group of people uses the internet, email,
online games or any other kind of digital technology to
threaten, tease, upset or humiliate someone else.”

Childline website




What does cyber-bullying look like?

Problems include:

e abusive comments
* rumours and gossip
* voting and polls

* nasty pictures

e threats

* blackmail

e stolen identity

n Facebook
3\
s‘-v"'o:d’

5¢ «° Hali Carlie wrote on

W i& ‘ your timeline: You are so
worthless why do you
even have a Facebook!

Cyberbullying is using technology
devices such as a mobile phone or a
social media or private website to

deliberately target someone. :m:
A\ .

Hey everyone
check out this
picture | took of
Chris when he
wasn't looking...
He's so pathetic

Whe do you think is the ugliest girl in the school? Vote here! |59 votes total]

Cathy (5) | %

Tina (11) -,

Kate (33 D —— .
Melanwe (2) | KT

Amanda (8) | RTTN

Click Hege for FREE Web Polls, Guestbooks, and Forsms.

1EAN BUIN UR LIFE
NO 1 LIKES YOU!

\.
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Strategies for children and families

It is important that children feel able to talk about cyber-bullying with parents, family members and
staff at school. It is vital that their concerns are investigated and that they feel they are being listened

to.

*STOP
Don't do anything. Take a few minutes to calm down.

*BLOCK
Block the cyber-bully or limit all communications to those on
your buddy list.

eTELL
Tell a trusted adult, you don't have to face this alone.

If parents think that a child in their
family is being bullied, online or in
person, then they should discuss it with
the school as soon as possible.




Children who are involved in
cyber-bullying...

Being part of bullying someone

Sometimes children are part of cyberbullying without realising. There
can be a lot of pressure from other children to “join in" and it is
difficult o stop once you are part of it.

Children should be encouraged to share what they are doing online,
how they feel about it, and what their friends are doing.

A 'no blame' approach to discussions might be useful to support
children to tell an adult if they know that someone is being bullied
online.



Cyber Bullying resources

CYBER BULLYING o
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Keaeping children safe

Tips for parents and carers to help children
deal with bullying and cyberbullying
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Keeping Safe online at school

Your children’s school keeps children safe online by:

* Having an internet filter to stop children
seeing unsuitable material

« Only allowing access to the Internet when /A\

supervised by an adult 0
« Teaching children how to use the Internet =

safely using the Kidsmart SMART rules and L
resources o

*  Asking children fo sign an agreement form Pupil O"I'_"e
saying they will follow the e-Safety rules Safety Policy

* Having web links for parents and children on
the school website

* Having an Online Safety policy for all staff
and pupils

Approved by:

Working together for schools LO N DO N

GRID FOR LEARNING Virginia Primary School - Online Safety for Pupils Policy Page 1




Keep safe by being careful not to give out personal
information when you're chatting or posting online.
Personal information includes your email address,

phone number and password.

Meeting someone you have only been in touch with
online can be dangerous. Only do so with your parents’
or carers’ permission and even then only when they can
be present. Remember online friends are still strangers
even if you have been taking to them for a long time.

Accepting emails, IM messages, or opening files,
pictures or texts from people you don’t know or trust can
lead to problems — they may contain viruses or nasty
messages!

Someone online might lie about who they are and
information on the internet may not be true. Always
check information with other websites, books or
someone who knows. If you like chatting online it's best
to only chat to your real world friends and family

Tell your parent, carer or a trusted adult if someone or
something makes you feel uncomfortable or worried, or
if you or someone you know is being bullied online.

Kidsmart



http://www.kidsmart.org.uk/

Keeping safe online at home (jj@gf@}
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You can help keep your family safe online by:

Finding out what your children do online - and sharing it with them

Going online together - ask them to teach you

Making sure internet access is in a shared family room - not a bedroom

*  Learning about the Internet, computers, email, online shopping etc

Setting time limits for being on a computer, game console or mobile phone
Being clear about your family rules about using the Internet

Reminding children not to share personal information on the Internet
Listening to your children if they want to share their experiences or problems
Taking cyber-bullying seriously and supporting your children




What apps are they using?

Young people use many different apps, social networks and online games, and it can be
hard to keep up!

O,  NSPCC NetAware:)) Qe > [
There are several websites that help parents to Your guide to the
) ) social networks
find out about different apps. You can search by your kids use
. Stay up to date and keep your child
device, or the name of the app, and get safa i today'sdigital word

information and guidance about potential
dangers, issues and how the app works.

g e
’ : . D
parents’ guide to apps See NSPCC &
02's Net
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Find out more...

Visit the website of the app your child is using and look for
parental guidance, information and support sections

s musical.ly -

your video social network

musical.ly

Kik's Safety Guide for Parents

PR ———
Parents
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Safe places for children online

There are a range of places that young people can explore
social networks, online games and other activities more safely.

They are often moderated or ‘watched’ by adults to make sure C'r‘P‘A‘T’r‘ﬂ
everyone keeps to the rules. " |
Remember though — young people must still avoid sharing
personal information and meeting people they don’t know.

STREET

GAMES » VIDEOS ¢ AND MORE

£
SESAME STREET

@ YouTube Kids




Safe Searching

You can make Google safer by using the Safe Search
settings.

Setting this up will help to reduce the number of adult and
inappropriate websites that come up in a Google search

Google

Terms Settings

Google
Search Settings

Search results SafeSearch Filters

Languages SafeSearch can help you block inappropriate or explicit images from your Google Search resuits. The
i SafeSearch filter isn't 100% accurate, but it helps you avoid most violent and adult content.
eip

Tumn on SafeSearch  Lock SafeSearch




Parental controls

from your Internet Provider

How to use TalkTalk HomeSafe®

HomeSafe® Is quick and easy to set up. There's no software to install, and it
doesnT Slow your computers or devices down. Best of all, it's free, as part of your
TalkTalk service.

For instructions on how to use TalkTalk HomeSafe® please click through the
below tabs for more information. i you would ke 1o read more about
HomeSafe®, take a look at our HomeSafe® overview for more information

Keeping your children safe online matters!
A% of chidren aged 12-15 own e Own tablet. Thal's sty we support intermet
Maters 04 for ol The 00vi08 8] res0u e you "eed 10 rofec! your OWdren ondre

I Sare

Kids Safe is part of our free HomeSafe® package designed to protect
children online. We've made this feature easy to control via My Account
50 you can adjust it to your family’s needs

Defend ogainst viruses

Stop forgetting passwords

o KEY storos ol of y

8

BT Parental Controls

Your settings

Parental

Controls

AL BT Parental Controls are currently off, To change 10 your previcusly appibed settings please T On..

harconOhuarocarahid (o uk
P e

IS TA)

Back to Ny BT >

-

All BT Parental Controls fikiers and blocks ace currently off. Tumn

bl the swinch on above 10 restore your previous settngs

0 Owlete UT Parectd Controbs

Award-winning security

~ at hoeme on

Help >

§ on the go

O

Parentaol controls

Network protection

0 extro cost for 12 n

My EE Shop Help Why EE

Security > Coatent Lock and Orange Safeguard

CONTENT LOCK AND
ORANGE SAFEGUARD

Orange T-Mobile

Content Lock on EE helps to keep you and your children

safe online by 18-rated content

Strict, Moderate and Off so you

can choose exactly what level of security you'd like

We have three settings

Please note: All new and existing accounts with Content
Lock enabled have the "Moderate” setting applied by
default. Content Lock is only activated when you're using

our network - not when youre using WiFi




Locking your smart TV

= e " -
Q B SEART HUB ‘
— T o~
NETFLIX
Pl | -A Broadband Shield Choose \/OUT Sett\vhgs
VUDU  HuoluPlis  “Netflix  MLBITV.  Pandora
s youwoud ke to block
Lock service Sutabl foreveryone
- Blocked categories
Lock the selected item? hishing mal ok @
Enter password. Suitable for teenagers
e o Unblocked categories
o000 i
sock @
ok @
Suitable for adults only Bock @
o slock @
slock (@
Block @
Custom tlock @
Selected e

Advanced features (optional)

Block or allow individual website: Edit

Parental & A ‘\ @ i
Viewing

PIN protect movies according to their certificate - U, PG, 12, 15 and
18.

+ Set Password

Viewing Channel Other + Lock System

Universal (U)

Parental Guidance (P
12 Years or Over (12)

*Key Lock

15 Years or Over (15

Adult Viewing (18)




Getting Help

Q

Shop Blog Contact us

w
(0} Resources My Account
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Welcome parents and carers! In this section you will find all the information you need heodihen

to keep your child safe online. Bl opics
Whether you’re puzzled by parental controls or would like to know more about gaming, this section can help. We
all know that it can sometimes be challenging to keep up to speed with what children and young people are doing
online. Luckily on this site you'll find a whole host of useful ways to keep your child safe.

Things to do

Have a conversation

Essential advice:

‘] Hot topics...

Parental controls

Gaming
Q

Parents: Supporting Young People l

Onine (Leatlets



e.g. Facebook
Net Aware)))

Your guide to the
social networks
your kids use

Stay up to date and keep your child
safe in today's digital world

2 May 2018 Sign up to our newsletter to hear
about new social networks, apps

Fortnite: all you

and games

Most Popular

G & o

MIHE RERE-Y




internet ‘ 8 ) About us REPORT ISSUE [T Q

matters.org ISSUES ADVICE CONTROLS EXPLORE SCHOOLS BACK TO

Helping parents keep their children safe online

What age specific advice is available for my child?

Whatever their age, we can help you to find out more about what your children might be doing
online and give you some simple, practical and easy advice on the steps you can take as a
parent to keep them as safe as possible.

0-5 6-10 11-13 14+

READ THE GUIDE READ THE GUIDE READ THE GUIDE READ THE GUIDE



Useful links on the school website

Virginia ?rimary School ﬁ

Nurturing, challenging and enabling each and every pupil

_— Home News&Dates  Our School Information  Inclusion ~ Wellbeing  Early Years  Curriculum  Classes  Parent & Family  Governors  Contact Us _—

Staying Safe Online

These websites have information, games and activities to help you learn how to keep safe online.

Childnet: Get SMART
https://www.childnet.com/young-people/primary/get-smart

Childnet: Get Answers
https://www.childnet.com/young-people/primary/get-answers

Childnet: Get Help
https://www.childnet.com/young-people/primary/get-help

Google Interland: Be Internet Awesome
https://beinternetawesome.withgoogle.com/en_us/interland

CBBC Stay Safe
www.bbc.co.uk/cbbc/findoutmore/stay-safe-facts

BBCOWNIT \
https://www.bbc.com/ownit

The Adventures of Kara and Winston and the SMART CREW Virg in ia ?rimary S C H/O O [ ﬁ

https://www.childnet.com/resources/the-adventures-of-kara-winston-and- Nurturing, challenging and enabling each and every pupil

crew
) _ Home News&Dates OurSchool Information Inclusion  Wellbeing  Early Years  Curriculum  Classes  Parent&Family — Governors  Contact Us _
Think U Know: Band Runner Game
https://www.thinkuknow.co.uk/8_10/ . L

P - Online Safety for Parents and Families
Hectors World Video Playlist (You Tube)
https://www.youtube.com/watch?v=d2kbDhmq4B4&list=PLYzZ9cUNsvp9G
fZjsos84ZrmFeKfbyB

Common Sense Media Digital Passport Games REportl ng Online Safety Concerns
https://www.commonsense.org/education/digital-passport Our pupils are encouraged to be supervised when accessing online materials. Ensure children know to talk to a responsible adult if they ever feel uneasy
or someone has acted inappropriately. Their responsible adult may be their parent/carer or class teacher.

DigiDuck Story for KS1

http://www.childnet.com/ufiles/DigiDuck-eBook.pdf . . N N . 5
If parents/carers have an online safety concern, or someone has acted inappropriately towards your child online, report it.

You are encouraged to call the school to speak to a member of the senior leadership team (Barbara, Amanda, Salma or Lydia) or email

Digizen for Kids admin@virginia.towerhamlets.sch.uk with any concerns you may have as soon as it occurs.

http://www.digizen.org/kids

6

In addition, you can also report it to CEOP, the Child Exploitation and Online Protection Centre.

REPORT
ABUSE

ceop.police.uk

®)
Osmani Primary School




Other resources

ooE o .
Family Online Safety

Family Online Safety

10t et Pt W e r t G Vo o b

. e s e e

Id tike i i b
keeping my child safe.

For advice, help or to make a report visit our

safety centre




